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                      Sophos Firewall Security in the Campus 

 

St. Berchmans College has implemented the Sophos Firewall network security device to prevent 

threats and malicious activities in its network. In order to monitor the activities and events generated 

by the firewall, the college has integrated the firewall with Netsurion, a network security monitoring 

solution. 

Security: The integration of Netsurion with Sophos Firewall allows the college to monitor various 

security components such as firewall spam, virus, and IPS detection, suspicious email traffic, and 

advanced threat protection. This provides the college with increased visibility and alerts for any 

potential security threats, allowing them to take prompt action. 

Operations: The integration also allows the college to monitor various firewall operations such as 

admin and sandbox activities, firewall allowed/denied traffic, system health, configuration changes, 

FTP activities, and WAF traffic. The real-time alerting capability of Netsurion enables the college to 

stay on top of any operational issues that may arise. 

Compliance: The integration also enables the college to monitor various compliance components such 

as firewall logon success and failure, VPN login/logout, and logon failures. This helps the college to 

ensure that its network is in compliance with various regulations and standards. 

The implementation of Sophos Firewall and integration with Netsurion at St. Berchmans College 

provides the college with increased security, performance, availability, and reliability of its network. 

The real-time monitoring and alerting capabilities of Netsurion allow the college to promptly identify 

and resolve any potential issues, ensuring the smooth functioning of its network. 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 


